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INTRODUCTION
Personal Health Information (PHI) is generated dispersedly (Tang, et al, 2006) and stored under different formats. Modern diagnose and treatment techniques generate great amounts of PHI and population ageing can only increase it. This poses the problem of efficient usability and management. Many PHI management strategies have been proposed (Costa, 2004) namely Electronic Health Record (EHR) systems (Classen, et al., 1991 Evans, et al., 1992; Schoenbaum, et al., 1992; Tierney, at al. 1993 ) that have some limitations. Interoperability between different systems is limited (Mandl, et al., 2001; Schonberg, et al., 2000) , most contain only institution-generated data and sometimes only at a departmental level (Hasselbring, 1997) . Some information supplied by the patient is incorporated in the EHR by healthcare professionals, but making patients responsible and active in their own health, is not a concern of such systems since an EHR is usually managed by an institution. That goal can only be achieved through the use of a Personal Health Record (PHR). This is stressed by the generally accepted definitions of EHR and PHR provided by the Markle Foundation (2004).
People are increasingly mobile. A PHR on a portable device that can also be a repository of emergency data, integrated with an EHR system is the best architecture (Detmer, et al., 2008) , since it is standalone, closely integrated with external data sources and allowing for mobility (Román, et al., 2006) . In this paper we propose the structure for a portable PHR (pPHR) with main objectives: -Allow the patient full management capabilities; -Populated by the patient from various sources; -Availability to third parties in different contexts.
Such an implementation relies on: -Strong user authentication; -Secure data encryption; -Separate data storage depending on data type; -Electronic signatures for integrity. data collection and updating, allowing for patient mobility since data is accessible from any place with Internet access. But they have some limitations since concerns may be raised as to the security and privacy of data contained in a system over which the patient has no control. The patient controls which information is on the system but not the security and privacy issues pertaining to the system's internal design or the information disclosure policies enforced by the owning companies.
A pPHR overcomes all the mentioned limitations providing full mobility to its users through regular backups, strict access control policies, cryptography, and detailed audits of each activity.
Among the various candidates to a portable PHR device (Costa, et al., 2003) , flash USB pens present the most advantages since they can be carried around, their use has been proposed for developing countries (Srinivasan, et al., 2007) and they can also be used in developed countries. Security issues have been raised concerning PHR implementations in these devices (Wright, et al., 2007a, b) but they can be overcome with careful design.
PROPOSED STRUCTURE
The basic paradigm of the pPHR is total patient empowerment. Our model also allows patient mobility and provides an emergency data repository.
The pPHR is a complete and fully functional PHI management platform where a repository of the lifelong patient's history is kept based on close interoperability with all the participating institutions where an individual's health data is generated. The pPHR is the most complete repository of an individual's PHI. In the limit, any external EHR system can have as much information, but none is meant to have more. Any access to the pPHR and its data depends exclusively on patient's authorization. In order to allow the patient to both manage the PHI contained in the pPHR and to make it available to other healthcare actors in a scalable manner, various operating modes are available upon patient's option. Population of the pPHR is done by the patient in two different situations, in person and remotely via an Internet connection.
Patient authentication for account provisioning is required for pPHR issuance, authentication method depending on the prior relationship of the issuing institution with the patient. The device is supplied with a built in master-password that will be used for the initial setup of pPHR native applications, upon which the user is prompted to create his workingpassword. The system only allows three tries of logging. Upon failure of the three attempts, the PHR and all its functionalities are blocked and will only be unblocked via the master-password. Whenever the patient accesses the PHR, he will be prompted to supply the password and to select an operating mode. An inactivity timer blocks the system after a time interval of inactivity that is preset but configurable by the patient. This inactivity lock can be unlocked via the password. One of the key concepts of our model is the existence of different conceptual data types. There are five different data types:
-Confidential pPHR Data: information considered to be extremely sensitive and to be kept secret. -Normal pPHR Data: information to be disclosed to users in general. -Transfer pPHR Data, recently downloaded into the PHR waiting for patient's management. -Prescription pPHR Data, typically generated by physicians to be read by other users. -Emergency pPHR Data, publicly available in case of emergency. Figure 1 shows the data types in usage context and Table 1 expresses the different information access privileges by all the actors involved. Through the implementation of this working scenario we achieve free and easy access to emergency information. Prescription PHR Data is still freely available but not displayed because it might be relevant in an emergency situation. Access to prescription information and the possibility of writing Tranfer pPHR Data are given. All actions taking place in the pPHR are recorded and become part of an audit report that keeps track of all information transactions and the respective dates in which those actions took place. The data management functionality is implemented as document classification or document drag and drop strategies.
All data items are electronically signed by their author for information integrity but, in case they aren't, the pPHR provides a functionality that allows the patient to act as a delegated signer. For efficient storage space management, the individual files placed inside each container are compressed with a choice of "deflate" or "bzip2" algorithms. A compression level can be chosen for each file, no compression being also a possibility. The pPHR is completely pen-resident and consists of a stand-alone application with various functionalities, one of which allows access to a virtual container where a database and the various data items are stored. The virtual container is implemented in a zip-like manner (ZipArchive) with compression and file encryption via a soft-coded encryption key. AES encryption algorithm and the fact that, upon access by the application, the files are decompressed to computer memory only are important features contributing for enhanced security. The database is built upon SQLite and contains entries that are pointers to individual data items.
Automatic Zip64 extensions allow upgrade of maximum size, maximum size of individual files in an archive, and the number of files in an archive. Each file inside an archive is encrypted by the Advanced Encryption Standard (AES) algorithm with a 256-bit key encryption key. The access to any individual file stored inside a virtual container is subject to authentication and the decompression of the files is made to computer's memory only for improved security.
CONCLUSIONS
PHI has been dramatically increasing raising the issue of efficient information management. EHR systems have been implemented but they have some limitations that can be overcome by the use of a portable PHR in a USB pen device that complements existing EHR systems.
Our model totally empowers the patient with respect to his PHI. He decides which data becomes part of the record, who, and under what circumstances, has access to it. The pPHR is fully interoperable and populated with information from various external sources as well as self-entered PHI. Data is kept in separate conceptual data containers.
There are five different data types, each of each of which with different security and confidentiality characteristics.
Some concerns have been expressed regarding the trust a physician can place on patient-generated information. By the use of pPHR, the patient is invited to better understand his own health and, by being able to manage it, his increased health awareness can only be beneficial. The pPHR is meant to be used with an EHR, therefore the 
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traditional interactions the physician is used to establish with his patients can still be enforced but the later being more informed and collaborative.
There is some overlapping of disclosure and write privileges concerning Emergency and Prescription Data Types. From a technical perspective it's arguable that they could be grouped into a single type but from an organizational and usability perspective they are different. They both are possibly disclosed to most actors but Prescription data is to be generated by the physician and not necessarily to be disclosed in an emergency situation (although possible). The patient can write into that area (although he shouldn't) because nobody should have better access privileges to any part of his pPHR and since every data item is to be electronically signed, there is no confusion possible between physician-generated data and eventual patientgenerated data.
